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What is a Remote Token
A token is a unique code that is requested from a portal. It allows you to securely log
onto your iaptus live site using 2 Factor Authentication. Each time you need to
access iaptus you first need to request a token, it's a little like logging into your bank
account.

Setting Up Your Token Account For the First Time

If your service has requested Mayden to create a remote token account for you, you
will receive an email from Mayden Token that will look similar to the one below,
which contains your User ID and Initial PIN.

The User ID you will stay the same, however the Initial PIN in the email is only a
temporary one. For security reasons you need to first change this to one that is only
known by yourself.

Changing you Initial PIN

Step 1

Go to https://tokens.iaptus.co.uk/

This is the Token request portal. It is advised that you bookmark this page as you will use
this each time you wish to login remotely.
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You will be presented with this page, enter your Username and PIN from the email.

If you have entered your details correctly you will receive the message below
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If your internet browser asks you if you want to save these details, please select no.

You will now be sent an email, similar to the one below, containing a token code,
which you must use to change your PIN. We suggest copying and pasting the token
code from the email, careful not to copy the spaces before and after.

Go back into the Tokens portal (https://tokens.iaptus.co.uk/)
Click on Change PIN, shown below.
Type in your Portal Username and your temporary PIN and paste the Token Code.
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The Token request portal will prompt you to put in a new PIN, shown below, this PIN
is your permanent PIN and will be used to request future token codes as you must
obtain a unique token every time you wish to access iaptus.

Pin Changed! Now you have changed your PIN to a permanent one, you do not need
to carry out these steps again, you can now login to iaptus, shown next.

Note - This guide can also be used when your Mayden Token pin has been reset
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Using your pin to request token codes to log in to iaptus

Goto https://tokens.iaptus.co.uk/

You will be presented with the Request Token window, Enter your Token Username
and PIN, click on OK.

If you have entered your details correctly you will receive the message below. You
will now be emailed a one-off Token for this login session.
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You will now be sent an email, similar to the one below, containing a token code. We
suggest copying and pasting the token code from the email, careful not to copy the
spaces before and after.

To log into iaptus goto your services iaptus instance (servicename@iaptus.co.uk),
Please bookmark this page as you will use this each time you wish to login remotely.

You will be presented with the screen below, Type in your Token Username and your
PIN and paste the Token Code.
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You will be presented with the iaptus login screen, shown below, please type in your
iaptus username and password that would have been given to you by your service.
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FAQ & Troubleshooting
How long does it take to receive a token code?
Token codes are sent as soon as you request them, though the speed at which they
arrive in your inbox can vary depending on factors such as if your service uses mail
filtering software.

How long do token codes last?
Token codes are valid for 20 minutes after the initial request, after this time you will
need to request a new one.

Authentication Failed.
This message will appear if either your Token username, PIN and/or token code are
input incorrectly. Please ensure you are using the correct username/PIN and the
most recently requested token code.

When will my Mayden Token account be unlocked?
If your Token account is locked due to 3 failed login attempts, it will automatically
become unlocked after 30 minutes. You will also receive an email which informs you
of this.

How do I reset my pin?
A Superuser in your service will need to raise a support log through iaptus requesting
that we reset the PIN on your account.

What browser am I using?
If you are unsure what browser you are using, you can find this out by visiting the
following site: https://www.whatismybrowser.com/
This will let you know the browser and version you are currently using, this can then
help you know what steps to follow when clearing your cache or removing autofill
options.

How to clear your cache?
You can find instructions on how to clear your cache on the following site:
https://clear-my-cache.com/
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What is autofill and how do I clear it?
Autofill is a functionality of your web browser which allows you to automatically fill in
log in details for sites. We don’t recommend using this functionality for logging into
iaptus as it is not secure.
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